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Summary

The following instructions will explain how to uninstall the legacy VPN services issued to
EOHHS staff before 3/17/20, allowing for the installation of new VPN services.

Installing new VPN services will also require re-enrollment in multi-factor authentication
(MFA).

Content

e Re-enroll in Multi-Factor Authentication (MFA)

o Download the Authenticator Mobile App

o Setup MFA User-Account

e Uninstall Legacy VPN Client

o Confirm Legacy VPN Client

o Uninstall Legacy VPN Client

e [nstall New VPN Client

o Download New VPN Client

o Install New VPN Client

e Configure New VPN Client

o Initiating VPN Logon

o Verify VPN Connection

e Disconnect from VPN Client
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RE-ENROLL IN MULTI-FACTOR AUTHENTICATION (MFA)

Download the Authenticator Mobile App

Step 1 Install the Microsoft Authenticator mobile app.
e Wait to open and setup Microsoft Authenticator in a future step.

e If Microsoft Authenticator was already installed and being utilized, additional
instructions will be provided in a future step.

6 Microsoft Apple Devices Android Devices
Authenticator Apple App Store 7% Google Play

Google Play

Setup MFA User-Account

Step1l Onaweb browser, go to https://EOTSS.My.Centrify.com.

Step 2 If the following sign-in requests windows appear:

e C(lick Cancel.

Windows Security X

iexplore.exe
Sign in :

Connecting to es-mm-cent-03.es.govt.state. ma.us.
https://es-mm-cent-02.es.govt.state.ma.us:8443 I
Username B

Password

Password Domain: EHS

D Remember my credentials

m Cancel

oK Cancel



https://eotss.my.centrify.com/
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Step 3 The correct sign-in window will appear.

Step 4

e Inthe User Name field,
enter a user work email.
(Formats: @mass.gov or
@massmail.state.ma.us)

e Click Next.

e |nthe Password field, enter user
Windows password.

e C(Click Next.

NOTE: If an error message appears, call
EOHHS-IT Service and Support Center
(SSC): 617-994-5050.

NOTE: Anytime this “Welcome”
message appears, close the window by
clicking X located in the upper-right
corner.

Uninstalling Legacy VPN Client and Installing New VPN Client As of 8/10/20

User Name

) mecons
Authentication
o
Authentication
v HE ‘I'“
idapt

Welcome

Use this guide to configure your account security settings.

Get Started
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Step 5 Click Account.

You have not yet set up your Phone PIN. Click here to setup now

All Apps S A Add Apps

\ ¥
Qv
Y

Install Browser Office 365
Extension

An Authentication Factors window will open.

Leave the screen open in the web browser to be used in a later step.

Authentication Factors Authentication Factors

Passcodes Learn more

Personal Profile

Organization Password Edit

Last changed: May 14, 2828

Phone PIN n

You have not set a Phone PIN.

OATH OTP Client Show QR Code

Configured successfully

Step 6 NOTE:

e If Microsoft Authenticator was already installed and being utilized,
skip this step and go to Step 7. If not, complete Step 6.

e If Microsoft Authenticator was opened prior to this
step and the Data Privacy terms were accepted, skip W gather rompersonally dentifable
this step and go to Step 8. If not, complete Step 6. usage data 1o help us improve the app.

You can turn this off in settings. Learn
more in the FAQs available under the
Help menu.

Data Privacy

QK

Open the Microsoft Authenticator mobile app.
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Data Privacy
e Tap OK. Data Privacy

We gather non-personally identifiable
usage data to help us improve the app.
You can turn this off in settings. Learn
more in the FAQs available under the
Help menu.

OKh

Set up passwordless sign-in...
e Tap SCAN QR CODE.

Set up passwordless sign-in for
your personal Microsoft account

6=
v

A x

Sign in with the same account you use to sign into
Outlook, Office, ete.

B SIGN IN WITH MICROSOFT

I SCAN QR CODE

Allow Authenticator to take pictures... o7 &

e Tap Allow. Allow Authenticator to take
pictures and record video?

e A QR scanner window will open.

Allow h
Deny

Go to Step 10.

Step7 Microsoft Authenticator was already installed and being utilized:

e Open Microsoft Authenticator mobile app.
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e Ascreen will display listing all existing accounts.
o Tap the symbol at the upper-right corner of the screen (images below).

Go to Step 9.

Android Apple

Contoso <
e Dropbc.::x. . Jiminy.cricket@mass.gov

5:23 PM

Accounts

30583 G 427 303 C
Microsoft /
v Slack " @ Jiminy.cricket@mass.gov
¥ o 4890 3590 C

439651 G

" Facebook ~

339813 @

Step 8 After installing Microsoft Authenticator,
the app was opened and the Data Privacy terms were accepted:

e Open the Microsoft Authenticator mobile app.
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e Tap Add Account.

Android Apple

n v 098% 6:46 PM
Accounts H Accounts

Ready to add your
first account?

Let's add your first account!

For further assistance, see the Help

section in the menu.

ADD ACCOUNT I

Add account
Already have a backup?
Sign in to your recovery account.
BEGIN RECOVERY
You have a backuno on iCloud from

Begin recovery

Step 9 e What kind of account are you adding? ot
o Tap Work or school account.

What kind of account are you adding?

e A QR scanner window will open.

=. Personal account ®

=. Work or school account < (7)

Other account (Google, Facebook,

etc.) ®

Step 10 The QR scanner window in Microsoft Authenticator should be open and ready to scan.
e Go back to the MFA user-account window that was left open.

e Click on Show QR Code.
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Authentication Factors Authentication Factors

Passcodes Learn more

Personal Profile

Organization Password Edit

Last changed: May 14, 2628

Phone PIN n

You have not set a Phone PIN.

Configured successfully.

. OATH OTP Client x
e A QR code will appear. en

1. Install your 3rd party authenticator app.

2. Launch your authenticator app and tap the "+"icon or the "Add
Account” button to add a new account

3. Select "Scan Barcode” or "Scan QR Code" and use your phone's
camera to scan this code:

4. Once you have scanned the cade, enter the 6-digit verification code
generated by the authenticator app and click verify.

Code

e Using the Microsoft
Authenticator app, scan the QR
code displayed in the web
browser.

NOTE: Do not close the OATH
OTP Client window after
scanning.

OATH OTP Client Show QR Code 4.—
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e A successful scan will add a new account called
Commonwealth+of+Massachusetts.

Accounts

e Tap onthe account.

e A one-time password code is displayed and
provided for authentication.

&«

NOTE: The password will change every 30 Q CommonwealtheofMassachuse
seconds. :

= One-time passwords enabled
19 You can use the one-time password codes
generated by this app to verify your sign-ins

One-time password code

Y342 24 <u—

X Remove account

e Go back to the MFA user-account window and
enter the

one-time password code in the Code field.
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e Click Verify.
fy OATH OTP Client X

1. Install your 3rd party authenticator app.

2. Launch your authenticator app and tap the "+" icon or the "Add
Account” button to add a new account.

3. Select "Scan Barcode" or "Scan QR Code" and use your phone's
camera to scan this code

4. Once you have scanned the code, enter the 6-digit verification code
generated by the authenticator app and click verify.

One-time password code Code

2 349 24  e——
Ehe—

Cancel

e Successful verification will display Oath OTP verified!

* (Click Close. OATH OTP Client x

1. Install your 3rd party authenticator app.

2. Launch your authenticator app and tap the "+" icon or the "Add
Account” button to add a new account.

3. Select "Scan Barcode” or "Scan QR Code” and use your phone's
camera to scan this code:

4. Once you have scanned the code, enter the 6-digit verification code
generated by the authenticator app and click verify.

OATH OTP verified! | <(mumumm—
Close h

Step 11 After re-enrollment in MFA, reboot the computer.
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UNINSTALL LEGACY VPN CLIENT

Confirm Legacy VPN Client

Step1l Confirm the legacy VPN program (Pulse Secure) is on the system.

Windows 7

e Click the Windows Start icon (@) on the taskbar.

e Inthe search field, enter apps.

e When the search results
appear, click Uninstall a
program.

Control Panel (13)

L’ Check for updates
[E1 Uninstall a program h
ﬁ Show which programs are installed on your computer
ﬁ How to install a program
[ Change or remove 2 program
[E0 Run programs made for previous versions of Windows
& Allow a program through Windows Firewall
& sa up parental controls for any user
'a Make a file type always open in & specific program
'a Set your default programs
@ Add gadgets to the desktop
& Get more gadgets online
E' Change the file type associated with a file extension

[ app| < m— % | | Shutdown | » |
- O €

e The Uninstall or change a program window appears.
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o |dentify all items starting with the word Pulse Secure by scrolling through the

list of programs.

C | i H
Cimtral Pl Flae Uninstall or change a program

Wi instled updates T uninstall & peogeaen, sehect i Teom the ka2 amd then clck Ussnetall, Change, o
% Tum Windows features on or Repair.
off
Ongafuts = =i n
Harr Pubiliihei
& Google Chrome Google LLC
o Mzrosolt MET Feamawedk 4.7.2 Mhicigdclt Carperaban
8 Vcrosoft Visual O+ 2015-2010 Redistributable (4] .. Microscft Corporation
Redigtributable { 3 rpcegtion

B P Securesa Fulse Secure, LLC
B | Pigdge Secure Setup Clent Pulse Secure, LLC

5] Puise Secure Sebup Cleeng B4 -bit Actrvex Contral Fulse Secure, LLC

® | Pulse Secure Sebup Client Actives Control Pulse Secure, LLC

5, Snaga M0 TechSmath Corporation
— Currently installed programs Total see 118 GB

e |If Pulse items are not present, skip the Uinstall Legacy VPN
Program section and go the the Install New VPN section.

Windows 10

s
e Click the Windows Start icon ( o ) in the taskbar.

e Press the Space bar to reveal the search field.

e Inthe search field enter add or remove programs.
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e When the search results appear, 0 @ Filters

click Add or remove programs.

Best match

Add or remove programs l

e The Apps & features window _
System settings

appears.
Settings

Apps & features

e |dentify all items starting with
the word Pulse Secure by
scrolling through the list of
programs or entering the word
in the Search this list field.

£ add or remove programs < —

% Home Apps & features
Find a setting 5 Installing apps

Choose where you can get apps from. Installing only apps from the
Apps Store helps protect your PC and keep it running smoothly.

q

I EE Apps & features Allow apps from anywhere

i  Default apps
Apps & features
m Offline maps
Manage optional features

1 Apps for websites Search, sort, and filter by drive. If you would like to uninstall or
move an app, select it from the list.

0 Video playback
s ql Pulse| x

Sort by: Name Filter by: All drives ~

Pulse Secure 5.1
Ml FPulse Secure, LLC 8/16/2019

Pulse Secure Setup Client 800 KB
Pulse Secure, LLC 8/21/2019

Pulse Secure Setup Client 800 KB
Pulse Secure, LLC 8/28/2019

Pulse Secure Setup Client 64-bit Activex Cont...
Pulse Secure, LLC 8/28/2019

e |If Pulse Secure items are not present, skip the Uinstall Legacy VPN
Program section and go the the Install New VPN section.

Uninstall Legacy VPN Client
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Step 1 |If Pulse items are present, proceed with unistalling each item.

NOTE: Be diligent and avoid inadvertantly uninstalling items that are not Pulse
Secure related. Doing so may result in deleting or damaging work tools or causing
issues with the computer system.

Windows 7

e Make sure that VPN is disconnected and not being used.
e Right click on each Pulse Secure item.
e Click Uninstall in the pop-up window.

e Repeat the last two bullet-points until all Pulse Secure items are removed.

Control Panel Home .
Uninstall or change a program

¥igw Inslalled upchibis To wninstall & program, salect it from the let snd then click Uniretall, Change

"; T Wirsdaws lestured on of urF:'p"r'
off

Ouganize =  Unengtall =NE N
Hine ’ Puatibiher 8
& Google Chiame Goegle LLC

% Microsoft MET Frameswork 4.7.2 Microsoft Corporation
ﬂle.lm-ﬂ'fl Visual C+ = M15-M19 Redistributable [64) ... Microsoh Corporstion |§
ﬂM.:.ml: Wigual Ce = X0015-2019 Radigirdbubabde (86} ... Murosel Corporalion
Bruise secure 1 5 Pulse Secure, LLC
= Pulse Secure Setup Chey Prugde Sescure, LLE
51 Pulge Secune Setup Client 54-ba Activex Contral Prdie Secure, LLC
= Pulse Secure Setup Client Actives Control Prulse Secure, LLE
L] m | ]

; Pulse Secure, LLC Product wertion: 9.1.1883
IHelp link: hitpalywwws, pulsesecure.net/support
Windows 10

e Make sure that VPN is disconnected and not being used.
e Click on each Pulse Secure item.

e Click the Uninstall button that appears in the lower-right corner of the item
description.

e Repeat the last two bullet-points until all Pulse Secure items are removed.
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Settings = m] x
& Home Apps & features
| Find a setting el Installing apps

Choose where you can get apps from. Installing only apps from the
Apps Store helps protect your PC and keep it running smoothly.

| Allow apps from anywhere ~

Apps & features

= Default apps
Apps & features

0% Offline maps
Manage optional features

1 Apps for websites Search, sort, and filter by drive. If you would like to uninstall or

move an app, select it from the list.

1 Video playback

| Pulse R

Sort by: Name v Filter by: All drives

Pulse Secure 5.1
Pulse Secure, LLC 8/16/2019

5.1.61653
sl Uninstall

Pulse Secure Setup Client 800 KB

Pulse Securg, LLC 8/21/2019
I] Pulse Secure Setup Client 800 KB

Pulse Secure, LLC 8/28/2019

Pulse Secure Setup Client 64-bit Activex Cont...

Pulse Secure, LLC 8/28/2019

Step 2 During the unistall process, the followig messages may appear:

Pulse Secure 9.1 Uninstall ! Q

F~ j Are you sure you want to completely remove Pulse Secure 9.1 and all of
its components?

Click Yes.
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Pulse Secure 9.1 Uninstall . [ o}
ﬂ Save all current Pulse Secure configuration settings? .
Click No.
e [
ﬁ Pz Secure 9.1 was sucoessfully removed from your comparter. .
Click OK.

Pt enpClentD sl

Complnted
Ei ISR RN IEEEEENENENEEERRENEEI
Somdcints |

When this process is
Completed, click Close.

_em o

Step3  After uninstalling all Pulse Secure items, reboot the computer.

INSTALL NEW VPN CLIENT

Download New VPN Client
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Step 1 e Onaweb browser, go to the following webpage: ftp://cjisftp.chs.state.ma.us

o The URL must be copied and pasted into a web browser’s address bar.
— 0 X

@ ftp://cjisftp.chs.state.ma.us X -+

« C O @ Notsecure | ftp://cjisftp.chsstatemaus Geinm & Q @ '

Step 2 e ASign in pop-up window will appear:
o Enter this username: eotssvpn

o Enter this password: VPN@eotss (case sensitive).
o Click Sign in.

@ fip//disftp.chs.state ma.us x -+

&« C Y © Notsecure | ftp//cjisftpchsstate.. % & Q@ @ ‘ :

Sign in
ftp://cjisftp.chs.state.ma.us

Your connection to this site is not private

Usermame | eotssvpn h
Password VPN @eotssﬂ—

Step 3 e Click tss_ravl.exe to download the VPN installation file to the computer.
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@ Indexof / X -
< C @ (O Notsecure | ftp://qjisftp.chs.state.ma.us

Index of /

Name Size Date Modified
m—— | tss ravl.exe 35.0 MB 5/19/20, 12:22:00 PM

Step 4 e Wait for the download to be completed.

o The progress of the download can be monitored in the box
located on the lower-left corner of the web browser.

-

— tss_ravl (1).exe ~
T 2.4/35.0 MB, 27 secs left <«

e Once the download is complete, click the tss_ravl.exe box
to open the installation file.

@ Indexof/ X -+

< C 0 O Notsecure | ftp://¢jisftp.chs.state.ma.us =g

Index of /

Name Size Date Modified
_| tss ravl.exe 35.0 MB 5/19/20, 12:22:00 PM

—* tss_ravl.exe ~

eThe
following messages will appear:
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Windows 7

e Click Run.

Windows 10

e Click OK.

The publisher could not be verified. Are you sure you want to
run this software?

w1 Name: C:\Users\dharmer\Downloads\tss_ravl.exe
Publisher: Unknown Publisher
Type: Application
From: C:\Users\dharmer\Downloads\tss_ravl.exe

V| Always ask before opening this file

] This file does not have a valid digital signature that verifies its
d publisher. You should cnly_ run soﬁware_fmm publishers you trust.

Open File - Security Warning Iﬁl}_:l

Sun Cancel |

Only authorized persons in the performance of their official duties may
access the Massachusetts Executive Office of Technology Services and
Security VPN Portal for official puposes

ok |

e Click OK.

WinZip Self-Extractor

Only authorized persons in the performance of their
official duties may access the Massachusetts
Executive Office of Technology Services and Security
VPN Portal for official purposes.

o |

(EXS

If the below warning message appears, Pulse Secure items are still on the system.
o Repeat all steps in the UNINSTALL LEGACY VPN section.

o Ensure all Pulse Secure items have been uninstalled.
o Repeat the INSTALL NEW VPN section.

dows\system32icmd.exe l
m—

o C\Win

"Client Already Installed. Please Uninstall exisitng client fiest

o continue . . .

n>Echo "Client Already Installed, Please Uninstall exisitng client F‘ir:—.—t
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Step 5 e [f there are no warning messages,
Pulse Secure will proceed with the installation process.

B C\Windows\system3Nomd sxe
Files“Pulze Secure“Janll“Pulze ‘
FilessJuniper Hetworksz.JanlI>F|

0 64BIT > ELS BIT >

in=9.1r4.1-hi883-64bitinataller.nad CONFIGFILE=c:
L

Cancel

e The following message will appear:

Windows 7 (no Windows 10 prompt)

° C|ICk Yes %' User Account Control @
%) Do you want to allow the following program to install

7 software on this computer?

= | Program name:  ladec.msi
Verified publisher Pulse Secure, LLC

File arigin: Hard drive on this computer
) Show details Yﬁ | Neo
; & these )

Step 6 The installation was successful
when this image appears:

Pulse Secure | 8
Wersion 9.1.4 i Al rights

CONFIGURE NEW VPN CLIENT
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Initiating VPN Logon

Step1l Open Pulse Secure:
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e At the end of the taskbar, click the arrowhead symbol to reveal a pop-up window

holding hidden icons.

Windows 7

Customize...

10:19 PM
7/14/2010

=

—

Windows 10

~ tm 714 311am B

e Click on the Pulse Secure icon (@).

e Click on Open Pulse Secure.

Open Pulse Secure G
Commonwealth_VPN >

Exit
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Step 2 Initiate a VPN connection:

—0
e (Click Connect. S Pulse Secure
- File Help
e If the following window appears, - :
leave it to close on its own. g m"'""“"“ _

S Pulse Secure

Connect to: Commonwealth_VPN

oy
®  Waiting to connect

© 2010-2020 by Pulse Secure, LLC [
All nights reserved Close

Step 3 Login verification with a user name:

¢ In the User Name field, enter a user work email.
(Formats: @mass.gov or massmail.state.ma.us)

e Click Next.

% (Y Share Browser Webex

User Name
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Step 4 Login verification with password:

e Inthe Password field, enter user Windows password.

e Click Next.

% (Q Share Browser Weber ¥

\
|
‘ Authentication Method
‘ W OF MACCACHRISETTS OATH OTP Client
|

e Click Next.

Step 5 Login verification with multi-factor
authentication (MFA): Authentication (+)

an cantrell@mass.gov

e The Enter Verification Code
window requires an MFA,
obtained in the next few o
bullet-points.
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e Open Microsoft Authenticator mobile app.

Accounts

e Ascreen will display listing all existing accounts.

o Tap the account
Commonwealth+of+Massachusetts.

e A one-time password code is displayed and
provided for authentication.

NOTE: The password will change every 30 seconds.

e Enter the one-time password code into the Enter
Verification Code field.

Massachuset

Authentication (+)
susan.cantrell@mass. gov _ Onetime passwords enabled
S You can use the one-time password codes

generated by this app to verify your sign-ins

One-time password code

Enter Verification Code : 342 241 h

X Remove account

e Click Next.
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Step 6 o [f an “ActiveX” message

appears, click Allow.
Executive Office of
Technology Services

NOTE: This is a one-time Srich ot =

message seen in the first

VPN logon session. Installation of Pulse Secure setup ActiveX
control requires your attention.

Please click on the Internet Explorer Information Bar
located at the top or bottom of your browser to
continue the installation.

If you do not see the information bar or you want to
skip installation, please click here to continue. If you
choose to skip, you will not be prompted for Activex
ingtallatinn nnlegs hroweer conkise are cloared

This webpage wants to run the following add-on: 'PulseSetupClientATL =

ActiveX Control Module' from 'Pulse Secure, LLC',
What's the risk?

> o [

Step 7 e Upon completion of configuring VPN, the below message will appear.
e The window should close automatically.

o |f the message does not close automtaically, click the X located
in the upper-right corner.

https://mavpn.vpn.state.ma.us/?p=end-b ion8signinUrl=zEjCjunXuvzCwABA., — ]
y Clost

Executive Office of N\
Technology Services
and Security corss

-
R
T

Welcome to
The Executive Office of Technology Services and Security

For security reasons, your session is no longer accessible from this web browser.

Click here to sign in again

Verify VPN Connection
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Step1l How to confirm VPN is connected:
OPTION 1:

e At the end of the taskbar, click the arrowhead symbol to reveal a pop-up window
holding hidden icons.

e VPN is connected if the Secure Pulse icon has an adjacent green arrow that points

upward (a).

Windows 7 Windows 10

W a W
0 e @

Customize... ‘

A U T ) 3111 AM
10:19 PM
7/14/2010

| ae

OPTION 2:

e The Pulse Secure client interface can offer S Pulse Secure
indicators to confirm VPN is connected. File Help

INDICATORS:

e The word Connected, located directly
underneath the VPN account indicates
VPN'’s current status.

v o

e The green circle with the white checkmark
only appears when VPN is connected.

e The Disconnect button indicates that the
only action that can be taken is to

disconnect from VPN. ©® 2010-2020 by Pulse Secure, LLC ‘ Close

All rights reserved

DISCONNECTING FROM VPN CLIENT
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Step1 Open Pulse Secure:

e At the end of the taskbar, click the arrowhead symbol to reveal a pop-up window
holding hidden icons.

Windows 7 Windows 10

W a b
e @

Customize... |

o m ey g, 1019PM A~ m 1) 3mav B
NP2 00
e Click on the Pulse Secure icon (a). Open Pulse Secure —
e Click on Open Pulse Secure
Commonwealth_VPN >
Exit
Step2 The Pulse Secure client interface will appear: X
S Pulse Secure
e Click Disconnect. Ll

v

©2010-2020 by Pulse Secure, LLC |
All rights reserved Close



